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Abstract— Advances in information technology have made 

unmanned areal vehicles (drones) easily accessible to everyone. 

The use of drones is becoming increasingly present in companies 

pursuing the most diverse lines of business, as well as in 

households and even in education, which consequently leads to an 

increase in their sales. As production has become more 

substantial in terms of amounts, there is naturally a difference in 

performance, quality, price as well as their application.  The 

paper shows the use of different methods of forensic analysis on 

the information available within the drones themselves, as well as 

the physical traces on them. In addition to the comparative 

analysis of forensic analysis methods, it is important to point out 

that the aim of the paper is to show whether certain data 

obtained here can be used for their mutual control and 

management.  
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I.  INTRODUCTION 

Drones are more formally known as unmanned aerial 
vehicles or unmanned aerial vehicle systems. What sets a drone 
apart from other aircraft is that it can be remotely controlled or 
the fact that it can fly autonomously using software-controlled 
flight plans in its inbuilt systems, which work in conjunction 
with sensors and the Global Positioning System (GPS).  

Originally, these types of aircraft were mostly used for 
military purposes in developed countries until their 
manufacturing technology became affordable. This led to an 
increase in the use of drones for commercial activities, that is, 
to their recognition and availability to the general public. 

 There is a lot of misuse of drones, especially because, on 
the one hand, users are given the possibility to modify the 
aircraft itself, and on the other, the legal framework does not 
fully define privacy. 

Limitations of drones that may be subject to misuse: 

1) There is no standardization, each manufacturer has its 

own production standards;  

2) Drones can undergo major changes and adjustments; 

3) Some drones do not have a data recording function; 

4) Some drones store data on the device (mobile 

phones)that controls them; 

5) Identification of unregistered users. 
 

From the aspect of digital drone forensics, it is possible to 
analyze the hardware and software components. The 
investigation then is tantamount to examining the physical 
evidence along with the GPS location and any multimedia 
content that was collected at the crime scene. 

II. DRONE CHARACTERISTICS  

A. Hardware details 

Drones are usually controlled by 2.4 GHz radio waves. 
They use a controller that can resemble a smartphone or tablet 
gamepad. The GPS chip transmits its location to the controller 
where it also records the take-off point in case it needs to return 
without assistance. Drones have multiple rotors and propellers 
to achieve the level of control necessary to be self-reliant. More 
propellers give drones more safety. If one engine fails, the 
remaining engines keep the aircraft steady in the air. The more 
rotors we have, the bigger the load the drone will be able to lift, 
for example, a camera.  

B. Ways of communication  

GPS provides accurate data about the position and location 
of the device. WI-fi provides the ability to transfer a large 
amount of data to and from the drone at a certain range. 
Bluetooth provides another way to transfer information to and 
from the drone. 900Mhz/433MHz provides long-range 
communication with a slower data rate. 

 The records stored by the drone are created based on 
position recognition, and the data necessary for the drone's 
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flight are generated and stored in a certain readable format. 
System Data logs have become standard in most modern 
systems and it functions like a flight recorder, i.e. a black box, 
in aircraft. Information from some of the drone's primary 
sensors is recorded. These sensors include: GPS, 
magnetometers, accelerometers, barometers, gyroscopes, 
speedometers, sensors and others. 

III.  DRONE FORENSICS 

In its early days when no additional software tools were 
used, digital forensics was based on examining files generated 
during flight, such as recorded data and the operating system 
used by the aircraft, and recording GPS location that would be 
used as criminal evidence. 

The process of conducting digital forensics itself is 
composed of stages: a collection of information, examination, 
analysis, and reporting founded on the obtained results [1].  

The initial phase, i.e. the data collection phase in the 
process, is only possible if the data is collected from relevant 
data sources, with an effort to preserve the integrity of the data. 
In accordance with the abovementioned, drone forensics can be 
performed through:  

a) Forensics of available information and  

b) Forensics of drone hardware components 

Available information forensics or digital forensics is the 
examination of information through network traffic and 
network hosts. A remote controller communicates with the 
drone through radio signals. In fact, it uses frequency bands for 
communication, as well as the analysis of system logs 
(including the reading of the sensors on the aircraft), the data 
storage system as well as the recordings from the camera. 

The following constitute hardware forensics: drone type 
identification, customization check, payload, location and 
fingerprints.  

A. Drone parameters to be checked  

Currently, some of the more important parameters that are 
readable are: aircraft status, latitude and longitude, time and 
date, IMU, distance traveled, compass, altitude, speed, power, 
current, camera recordings, and the type of communication 
between the drone and controller. Some of the saved 
parameters can be useful for forensic analysis and include the 
type of mobile app, the serial number for the camera and the 
battery, drone type, the number of photos taken, shooting time, 
etc.  

Just like in any other aircraft, yaw, pitch and roll enable a 
drone to rotate in three dimensions. Java-based desktop 
application programming platform is called JavaFX. It provides 
a rich graphical display for game and chart design. JavaFX8 
class Animation owes its successful reproduction of animation, 
i.e. the rotation and movement of drones, to the widely-known 
implementation of 3D graphics. 

Fingerprint verification: Each drone has a detachable 
battery and propellers as well as additional components for 
attachment. Therefore, solid drone surfaces, such as the battery, 

payload and the area near the wing show traces of fingerprints 
[2]. 

 Payload Check: Narcotics, guns and phones are some of 
the most common illegal items associated with drone crimes. 
Therefore, it is not the drone’s gross weight that should be 
taken into consideration but rather its total expected durability. 
Commercially available drones today can lift weights from 4g 
to 18kg. On the other hand, cargo drones are known to be able 
to carry up to 1814kg. 

Checking parts (drone components): Each number 
component has its own identification number i.e. serial 
numbers can be traced on the propellers, GPS device, flight 
controller, camera, and motors including the manufacturer's 
name and the date of manufacture convey a lot of information. 

The paper itself analyzes drones made by the same 
manufacturer and yet having different characteristics. Their 
specification is given in Table 1 [10] 

TABLE I  - COMPARATIVE FEATURES OF DRONES  

TIP DJI Mavic  

Air 2 Fly More Combo 

DJI Mavic 

2 Enterprise Dual  

Weight: 570g 900g 

Dimensions: 183×253×77 mm  322×242×84 mm 

Maximum 
speed (no 

wind): 

19 m/s 72 km/h 

Maximum 
operating 

altitude: 

5000 m 6000 m 

Internal 
memory 

 8 GB 24 GB 

Satellite 

systems: 

GPS+GLONASS GPS+GLONASS 

Sensors:  Omnidirectional Obstacle 
Sensing  

Camera Visual camera 

 

Thermal camera 

Visual camera 

 

B. Digital drone forensics  

It is possible to save log files in a number of formats. Some 
of them are (.csv), (.txt) or (.dat); .dat files are generally 
divided into 2 types [3]. The former one stores binary data. The 
only way to decode these data is if one uses the original 
application. The latter, i.e. a text-based data file, requires the 
use of a text editor. For the sake of this research, Keyhole 
Markup Language(.kml) was used to visualize the flight path.  
It was made possible using Google's KML API. XML tags are 
contained in these files and they stand for geographic 
annotations. It is owing to this file format that it is possible to 
find exact locations on the map, as well as geometric shapes, 
3D models, images, etc. Therefore, it is possible to accurately 
locate the flight path of a drone. There is a KML File converter 
available online [11]. 

Log files are saved in the given format by both drones. 
Considering that the file in its final form should have the KML 
format, what had to be created was a custom API-compatible 
CSV-to-KML converter. 
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The converter selects the required parameters and assigns 
appropriate XML tags to them. By doing so it generates a KML 
file for the specified log file. The drone’s flight path is shown 
in the app with the help of the KML file, whose creation has 
already been explained.  

1) Procedure for obtaining logs  
A method for extracting flight log information is set up by 

the manufacturer. For some drones, it is only necessary to take 
out the memory card and obtain data from it, while others 
require data transfer from the application located in the user’s 
phone. 

The drones being analyzed are from the same manufacturer 
and have different characteristics. Although the method for 
extracting flight logs (flight protocol) is simpler with other 
manufacturers, the number of parameters available within the 
logs is much larger with DJI drones. [4] It does not store its 
flight logs in itself but sends them directly to its St-16 
controller which runs on Android OS. The regular android file 
system provides access to those files.  

In addition, it contains a 32GB MicroSD card whose role is 
to save logs. At the bottom of the controller, there is a USB 
port that allows it to be connected to a computer. This enables 
all data to be transferred and ready for viewing. This drone 
saves all its log files in .csv format, which are placed in several 
directories called Remote, Remote GPS, Sensor and Telemetry. 

IV. RESULTS  

Before carrying out the analysis using different data, it is 

important to emphasize that different formats are used to store 

information in each drone. The information contains different 

kinds of key parameters with regard to drone flight. 

.DAT format, which is encrypted, is used to store DJI flight 

logs. Any text editor, for instance, notepad, can be used to 

easily open the flight logs of some drones. The different  ort 

he used to store information directly affect the time required 

to analyze logs. Analyzing is more complex as the records 

themselves belong to a flight longer than 5 minutes. The 

amount of records during such flights increases exponentially. 

The type and serial number is what differentiates one 

drone from another, despite the fact that they are made by the 

same manufacturer.  DJI stores many parameters (up to 268 

different ones)  including the following: Positioning logs, roll-

pitch-iav details, altitude (including relative and absolute), 

gyroscope records acceleration in k, i & z direction,  and 

velocity.   

  
In addition to various parameters created by DJI during 

each flight, the drone’s flight controller generates logs. 
Because the number of information entries in the logbook per 
second increases, the data itself is of great importance. Flight 
logbook data is more precise and accurate. This is invaluable 
when conducting a thorough forensic investigation of a drone.  

 Google Earth Pro tool can help reconstruct the flight path. 
It is displayed in the 2D form and offers a bird’s eye view. To 
visualize the flight  ort he is crucial to have the second 
dimension, that is, the height versus the starting point. This can 

provide a better understanding of the flight path during 
analysis. When GPS data is used to construct the drone’s flight 
path, it is is always analyzed together with the altitude graph, 
as it can offer more accurate information.   

The drone’s battery needs to be sufficiently charged in 
order for the method of acquiring logical data to function 
properly. Therefore, it is necessary to go to OEM website and  
download and install the DJI Assistant application. Once the 
app is installed and uploaded, and the account set up free of 
charge, the drone is turned on while a Micro-USB cable is used 
to connect it to the computer. DJI Assistant application shows 
the drone icon. The drone’s internal SD card provides access to 
logs.  

The zip file was imported into a digital forensics tool called 
Autopsy. A module called „Embedded File Extractor“ was 
used within the tool. Figure 1 shows the imported file along 
with its directory structure and hierarchy. 

 

Image 1: Drone analysis using Autopsy  

The Autopsy tool makes different data available in the 
analysis. It is important to emphasize that as the memory itself 
is analyzed through different modules within the software, 
deleted data can also be recovered.  

V. CONCLUSION AND FUTURE RESEARCH  

The paper aimed to extract and analyze various data that 
can be used in drone forensics. Since forensics as science is 
related to the events that happened, the data itself must be such 
that, during the analysis, it is possible to define legally binding 
evidence. 
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The paper has shown that all data obtained in different 
ways from drones may be used as evidence that can be 
considered relevant.  

Authors working on the project DECIDE, financed by the 
Science Fund of the Republic of Serbia, one of the project 
goals is the development of hardware and software solutions 
for two specific problems: autonomous control of a swarm of 
drones in the mission of searching for and dispatching payloads 
and intelligent decentralized management of the production 
line. 

This paper should demonstrate the main characteristics of 
drones and show whether the extracted data can be of 
assistance in training software solutions in future research. 

ACKNOWLEDGMENT 

 

The work is the result of project #6524745, AI-

DECIDE entitled "Decentralized Machine Learning Control 

for Intelligent Multi-Agent Dynamical Systems" which is 

supported by the Artificial Intelligence Development Program 

of the Science Fund of the Republic of Serbia. 

 

REFERENCES 

 

[1] Azhar, M.A.H.B., Hannan, A., Barton, T., Islam, T.: Drone 

forensic analysis using open source tools. J. Digit. Forensics 

Secur. Law 13(1), 6 2018. 

[2] Ali, K.M.: Digital forensics best practices and managerial 

implications. In: 4th International Conference on 

Computational Intelligence, Communication Systems and 

Networks, CICSyN, pp. 196–199.  

[3] Iqbal, F., Alam, S., Kazim, A., MacDermott, Á.: Drone 

forensics: a case study on DJI phantom 4. In: IEEE/ACS 16th 

International Conference on Computer Systems and 

Applications (AICCSA), Abu Dhabi, United Arab Emirates, pp. 

1–6 2019.  

[4] Finn, R.L., Wright, D.: Privacy, data protection and ethics for 

civil drone practice: a survey of industry, regulators and civil 

society oorganizations Comput. Law Secur. Rev. 32, 577–586 

2016.  

[5] Hall, M., Frank, E., Holmes, G., Pfahringer, B., Reutemann, P., 

Witten, I.H.: The weka data mining software: an update. 

SIGKDD Explor. News 11, 10–18 2009.  

[6] Mekala, S.H., Baig, Z.: Digital forensics for drone data – 

intelligent clustering using sself-organisingmaps. In: Doss, R., 

Piramuthu, S., Zhou, W. (eds.) FNSS 2019. CCIS, vol. 1113, 

pp. 172–189. Springer, Cham 2019.  

[7] United States Department of Homeland Security (DHS) 

Science and Technology Directorate, Cyber Security Division 

(DHS S&T/CSD) 2018, The Drone Forensic Program, VTO 

Inc. Accessed 20 Mar 2020.  

[8] Hartmann, K., Giles, K.: UAV exploitation: a new domain for 

cyber power. In: Pissanidis, N., Rõigas, H., Veenendaal, M. 

(eds.), 8th International Conference on Cyber Conflict: Cyber 

Power, pp. 205–221 (2016). 

[9]  Vattapparamban, E., Güvenç, İ., Yurekli, A.İ., Akkaya, K., 

Uluağaç, S.: Drones for smart cities: issues in cybersecurity, 

privacy, and public safety. In: International Wireless 

Communications and Mobile Computing Conference 

(IWCMC), Paphos, pp. 216–221 (2016), 

[10]  https://www.dji.com/ 

[11]  https://tool-online.com/en/convert-to-kml.php  

 

 


